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Unrivalled Data Protection for Mobile Devices
Ontrack® Eraser software for mobile devices - the world’s leading mobile
erasure application for those organisations who value data security.

Data Security Concerns with 3G
Mobile Devices

With rapidly advancing operating
and storage capabilities of mobile
devices including: email, web
browsing, streaming rich media,
document viewing & editing
capabilities, alongside traditional
mobile applications, the implications
of potentially sensitive data falling
into the wrong hands is a very real
business concern.

To help combat the threat to mobile
device data security, many modern
mobile devices incorporate an
erasure command and factory reset
function. However these features
simply remove the memory index
without erasing the actual data.
Accessing this data is a relatively
simple process for those with intent.

Providing Solutions for Your Needs
Here at Kroll Ontrack®, we realise
the importance and value of
electronically stored data, across
every medium. Ontrack Eraser
software for mobile devices
complements the existing Ontrack
Eraser products and services
portfolio, and provides a solution
for the two main instances where
secure mobile device data erasure
is essential: the theft or loss of
the device, and device disposal or
refurbishment.
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Securing your Organisations’ Data
when a Device is Lost or Stolen

Thousands of mobile devices are lost
or stolen worldwide every day. The
inconvenience of mobile device loss
or theftis secondary to the security of
the potentially sensitive data stored
within it. In the wrong hands the
value of this data far outweighs the
value of replacing the physical unit.

Ontrack Eraser software for mobile
devices features a remote erasure
command, issued by the Systems
Administrator via SMS. The
advanced security architecture of
our software makes it impossible to
abuse this option. An administrator
can push an erase command even
to the mobile device if the SIM-card
is changed.

Permanent Deletion of End-of-Life
Mobile Device Data

Reconditioning a mobile device
for redistribution within you
organisation, or for resale, is a cost
effective and environmentally
sound alternative to physically
destroying or disposing of the unit.
However, before the redistribution,
the secure and complete eradication
of the existing mobile device data is
a must.

With a cable-based, centrally
administered deployment option,
Ontrack Eraser software for mobile
devices can wipe devices quickly
and cost-effectively, in-house, by
administrators and assist in asset
management.
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Ontrack Eraser software for mobile devices
Solution Credentials

Cutting Edge Data Disposal

Developed to emulate the same
quality standards as our existing
erasure solutions, Ontrack Eraser
software for mobile devices
provides a secure data erasure
solution for mobile devices
running the following operating
systems:

e Symbian 9.x for Nokia S80 and
S60 3rd Edition & 5th Edition

e Windows Mobile 6 Professional
and Standard Editions

User Account security

Ontrack Eraser software for mobile
devices features a simple erase-
command management interface.

Erase management can either
be handled remotely; through a
web based application and SMS
push technology, or via a cabled
device connection and a Windows
based application interface. Both
deployment methods require an
authorised user account, further
increasing the security of the
system. Unauthorised users with
invalid credentials are unable to
issue a potentially malicious erase
command.

www.ontrackdatarecovery.co.uk
www.ontrackdatarecovery.ie

Extensive Reporting Capabilities
Advanced reporting capabilities
are a key feature of the Ontrack
Eraser software for mobile devices.
All erasure activities undertaken
are logged on a centralised server,
allowing administrators to generate
reports highlighting exactly which
units have been wiped — whether
remotely or in-house.

Flexible Licensing

Usage licenses are purchased ‘as
required’. Administrators only
acquire device wipes as and when
they are needed.
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